
34 THE ST. LOUIS BAR JOURNAL/ SPRING 2017

Can you keep a secret?  
Protection of trade secrets in Missouri

By Steven E. Holtshouser and Bryan K. Wheelock 

Trade secrets can be among a 
business’s most valuable assets and 
Missouri has long protected them.  
Prior to 1995, the protection of trade 
secrets was based on common law, 
defined by the Restatement of Torts. 
In 1995 Missouri adopted its version 
of the Uniform Trade Secrets Act 
(“MUTSA”),1 which did not differ 
significantly from the common law 
principles that preceded it.  At pres-
ent, every state except New York and 
Massachusetts has adopted some 
form of the MUTSA. Being a prod-
uct of state law, trade secret actions 
could only be brought in federal 
court under diversity or supplemen-
tal federal jurisdiction.

In 2016, the civil2 protection of 
trade secrets was enhanced by en-
actment of the federal Defend Trade 
Secrets Act (“DTSA”).3 Modelled 
on the Uniform Trade Secrets Act, 
the DTSA nonetheless enhances the 
protection afforded by the MUTSA. 
Hailed as the “most significant ex-
pansion of federal intellectual prop-
erty jurisdiction since passage of the 
Lanham Act in 1946”4, passage of the 
DTSA ushered in an era of national, 
uniform trade secret law. 

Key Differences between the 
Statutory Schemes

MUTSA versus UTSA

The MUTSA differs from the UTSA 
in five (5) respects:  (1) Missouri al-
tered the definition of “trade secret” 
to include “technical or non-technical 
data.”5    (2) Missouri altered the defi-
nition of “person” to include any oth-
er legal or commercial entity “wheth-
er for profit or not for profit.”6 (3) 
Missouri adopted a five year statute 
of limitations as opposed to the UT-

SA’s three year period.7 (4) Missouri 
did not adopt Section 4 of the UTSA, 
which provides for the award of attor-
neys’ fees. (5) And, Missouri replaced 
the UTSA’s provision for exemplary 
damages for “willful and malicious 
misappropriation” with punitive 

damages for misappropriation that 
is “outrageous because of the misap-
propriator’s evil motive or reckless 
indifference to the rights of others.”8 
Furthermore, punitive damages are 
not limited to twice the actual dam-
ages as are exemplary damages under 

1. Mo. Rev. Stat. §417.450, et seq.

2. Prior to the DTSA, theft of trade secrets in interstate or foreign commerce for 
pecuniary gain was a federal crime under the Economic Espionage Act of 1996, 
18 U.S.C. §§1831-32. Criminal prosecution of trade secret theft, like other federal 
crimes, was subject to the discretion of federal prosecutors, required presentment 
to a grand jury, and remedies were limited to prison sentences and/or fines paid 
to the Government. Victims of trade secret theft crimes could, however, receive 
restitution. See, 18 U.S.C. §§1834 and 2323(c).

3. 18 U.S.C. §1836 (enacted May 11, 2016).

4. Jacob Gershman, Congress May Be About to Shake up Trade Secret Law: Is that a Good 
Thing?, waLL street journaL: Law BLoG (Apr. 27, 2016, <http://blog.wsj.com/
law/2016/04/27/congress-may-be-about-to-shake-up-trade-secret-law-is-that-
a-good-thing/>). 

5. Mo. Rev. Stat. §417.453(4).

6. Mo. Rev. Stat. §417.453(3).

7. Mo. Rev. Stat. §417.461.

8. Mo. Rev. Stat. §417.457(2).
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Section 3(b) of the UTSA.

DTSA versus MUTSA

Although the DTSA, like the 
MUTSA, was based upon the UTSA, 
the federal scheme provides several 
unique additional benefits to Mis-
souri trade secrets owners and the 
DTSA does not preempt state law.9  
The most significant is that the DTSA 
creates federal question jurisdiction for 
the new federal civil trade secret 
action.  Previously, Missouri trade 
secret owners had to rely on either 
diversity jurisdiction under 28 USC 
§1332 or ancillary jurisdiction un-
der 28 U.S.C. §136710 to proceed in 
federal court.11 Another potentially 
significant enhancement of trade se-
cret rights is the DTSA’s creation of a 
civil seizure remedy to recover trade 
secret assets.12 This new weapon in 
the trade secret owner’s arsenal is 
not unlike a criminal search or as-
set forfeiture warrant. One negative 
distinction is that the DTSA, like the 
UTSA, has only a three year statute 
of limitations,13 as opposed to the 
MUTSA’s five year period of limita-
tions.14 However, because the DTSA 
makes both acquisition and disclo-
sure actionable, an expired claim for 
acquisition does not foreclose an ac-
tion for disclosure within the period 
of limitations.15 Finally, the DTSA 
creates immunity from trade secret 
claims, civil or criminal, where the 
trade secrets were disclosed to re-
port a violation of law or as part of 
an anti-retaliation claim.16 Notice of 
this so-called “whistleblower im-
munity” provision to employees is 
a prerequisite to an employer’s right 
to claim exemplary damages or at-
torneys’ fees.17 

Trade Secret 
Misappropriation

The elements of a MUTSA claim 
for misappropriation of trade secrets 
are: (1) the existence of a trade secret; 
(2) misappropriation of the trade se-
cret; and (3) damages.18 These ele-
ments embody two simple truths 
about trade secret civil19 law, wheth-
er state or federal: 1) to qualify as a 
trade secret, an owner must take rea-
sonable steps to protect the secrecy of 
the secret and derive economic value 

from the fact of secrecy; and 2) trade 
secrets are protected only from un-
lawful misappropriation which trans-
lates into acquisition by improper 
means. The elements of a trade secret 
misappropriation claim under the 
DTSA are “essentially the same” as a 
claim under MUTSA.20  

What are Trade Secrets?

Trade secrets by definition are in-
formation.  The scope of protection 
under the MUTSA includes but is not 
limited to technical or non-technical 
data, formulas, patterns, compila-
tions, programs, devices, methods, 
techniques, and processes.21   The 
scope of the DTSA is stated in great-
er detail and extends to all forms 
and types of financial, business, sci-
entific, technical, economic, or engi-
neering information, including pat-
terns, plans, compilations, program 
devices, formulas, designs, proto-
types, methods, techniques, process-
es, procedures, programs, or codes, 
whether tangible or intangible, and 
whether or how stored, compiled, or 
memorialized physically, electroni-

cally, graphically, photographically, 
or in writing.22 Despite greater de-
tail, it is not expected that the DTSA 
will protect a larger class of informa-
tion than the MUTSA. In fact, infor-
mation protected by the DTSA is ar-
guably narrower due to the limits of 
Congress’ power: the DTSA protects 
only information that relates to a 
product of service used in interstate 
or foreign commerce.23

Whether or not particular infor-
mation qualifies as a trade secret is 
a mixed question of law and fact.24 
Relevant factors include: (1) the 
extent to which the information is 
known outside of the business; (2) 
the extent to which it is known by 
employees and others involved in 
the business; (3) the extent of mea-
sures taken to guard the secrecy of 
the information; (4) the value of the 
information to the owner and to its 
competitors; (5) the amount of effort 
or money expended in developing 
the information; and (6) the ease or 
difficulty with which the informa-
tion could be properly acquired or 
duplicated by others.25 These factors 

9. 18 U.S.C. §1838.

10. Other typical ancillary jurisdiction claims include unfair trade, breach of contract, 
and tortious interference with a contract.

11. Of course, an action under MUTSA could always be brought in state court.

12. 18 U.S.C. §1836(b)(2).

13. 18 U.S.C. §1836(d).

14. Mo. Rev. Stat. §417.461.

15. See, e.g., Adams Arms, LLC v. Unified Weapon Systems, Inc., Case No. 16-cv-1503, 
2016 WL 5391394 (M.D. Fl. September 27, 2016) (Court barred Adams Arms from 
proceeding on an acquisition theory because it occurred before passage of the 
DTSA, but allowed it to proceed on a disclosure theory).

16. 18 U.S.C. §1833(b)(1) and (2).

17. 18 U.S.C. §1833(b)(3)(C).

18. Info Deli, LLC v. Western Robidoux, Inc., 2016 WL 6921624 (W.D. Mo. 2016) (citing, 
Cent. Trust & Inv. Co. v Signalpoint Asset Mgmt., LLC, 422 S.W.3d 312, 320 (Mo. 2014)).

19. As discussed supra, n.3, the DTSA added a federal civil cause of action to a pre-
existing federal criminal proscription. Ironically, the DTSA is codified in the crimi-
nal section of the U.S. Code - Title 18. See, 18 U.S.C. §1836.

20. Phyllis Schlafly Revocable Trust v. Cori, 2016 WL 6611133 (E.D. Mo. November 9, 2016).

21. Mo. Rev. Stat. §417.453(4). 

22. 18 U.S.C. §1839(3).

23. 18 U.S.C. Section 1836(b)(1). 

24. Cerner Corp. v. Visicu, Inc., 677 F. Supp.2d 1062, 1077 (W.D. Mo. 2009) (citing Am. 
Family Mut. Ins. Co. v. Mo. Dep’t of Ins., 169 S.W.3d 905, 910 (Mo. Ct. App. 2005).

25. Sigma-Aldrich Corp. v. Vikin, 451 S.W.3d 767, 774 (Mo. Ct. App. 2014).
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are borrowed from the Restatement 
(First) of Torts § 757, and although 
the Restatement’s factors are not part 
of the UTSA, the UTSA essentially 
incorporates these factors in its defi-
nition of trade secrets.26

Secrecy is an essential requirement 
for a trade secret.  Matters of public 
knowledge or information that are 
generally known within a given in-
dustry cannot be appropriated as a 
trade secret.27 Furthermore, regard-
less of the value of the information 
and the owner’s best intentions, 
the law will grant protection from 
misappropriation only to informa-
tion that is the subject of objectively 
reasonable efforts to protect its se-
crecy.28 In practice, relevant evidence 
includes confidentiality agreements 
by employees trusted with access, 
whether access is limited to employ-
ees who have a need to know the 
information, whether the informa-
tion is segregated from other gener-
ally available electronic documents, 
whether physical security measures 
are in place, and whether there are 
reactive efforts to correct and pun-
ish information breaches. However, 
it is a flexible test and the absence of 
particular factor, such as confidential 
markings29 or a confidentiality agree-
ment,30 is not necessarily dispositive. 

In addition, information can qual-
ify as a trade secret only if economic 
value is independently derived from 
its secrecy as opposed to the inher-
ent value of the particular informa-

tion.  Missouri courts frequently 
distinguish between trade secrets 
and confidential information.31  The 
Restatement of Torts made this dis-
tinction, noting that a trade secret “is 
not simply information as to single 
or ephemeral events in the conduct 
of the business, as, for example, the 
amount or other terms of a secret bid 
for a contract or the salary of certain 
employees, or the security invest-
ments made or contemplated, or the 
date fixed for the announcement of a 
new policy or for bringing out a new 
model or the like.”32  Confidential, 
but short-lived, information is not a 
trade secret because once it expires, 
it has no value to a competitor.33

The facts of most trade secret cases 
involve former employees taking cus-

26. American Family Mut. Ins. Co. v. Missouri Depart of Ins., 169 S.W.3d 905 (Mo. Ct. 
App. 2005)  Lyn-Flex West, Inc. v. Dieckhaus, 24 S.W.3d 693, 698 (Mo. Ct. App. 1999).

27. Sigma-Aldrich Corp. v. Vikin, 451 S.W.3d 767, 774 (Mo. Ct. App. 2014).

28. Mo. Rev. Stat. §417.453(4). AEE-EMF, Inc., v. Passmore, 906 S.W.2d 7114 (Mo. Ct. 
App. 1995)(“As important to the business as the data sheets were, the company 
did not treat them as secrets.”)

29. Lyn–Flex West, Inc. v. Dieckhaus, 24 S.W.3d 693, 698 (Mo. Ct. App. E.D.1999)(The 
lack of a confidential stamp is not dispositive here, as there are other indications, 
previously indicated, that the book was treated confidentially.)

30. Lyn–Flex West, Inc. v. Dieckhaus, 24 S.W.3d 693, 698 (Mo. Ct. App. E.D.1999) 
(“While the existence of a confidentiality or noncompete agreement may be fur-
ther evidence of the book’s confidentiality, the lack of such agreements is not 
conclusive, as officers of a corporation owe independent fiduciary duties to the 
corporation to protect trade secrets from disclosure.”)

31. Brown v. Rollet Bros. Trucking Co., Inc., 291 S.W.3d. 766, 778-9 (Mo. Ct. App. 2009).

32. Restatement of Torts § 757 (1934).

33. Brown v. Rollet Bros. Trucking Co., Inc., 291 S.W.3d 766, 779 (Mo. Ct. App. 2009). See, 
also, Victoria’s Secret Stores, Inc. v. May Dept. Stores Co., 157 S.W.3d 258, 262-3 (Mo. 
Ct. App.2004).

MUTSA
§417.453(2)(a) acquisition of a trade secret 
of another by a person who knows or has 
reason to know that the trade secret was 
acquired by improper means; 

§1839(b)(5)(A) disclosure or use of a trade 
secret of another without express or im-
plied consent by a person who: used im-
proper means to acquire knowledge of the 
trade secret;  

§417.453(2)(b)b. disclosure or use of a trade 
secret of another without express or im-
plied consent by a person who: before a 
material change of his [or her] position, 
knew or had reason to know that it was a 
trade secret and that knowledge of it had 
been acquired by accident or mistake.

§417.453(2)(b)c.(i) disclosure or use of a trade 
secret of another without express or im-
plied consent by a person who: at the time 
of disclosure or use, knew or had reason 
to know that his knowledge of the trade 
secret was: derived from or through a per-
son who had utilized improper means to 
acquire it.

§417.453(2)(b)c.(ii) disclosure or use of a 
trade secret of another without express or 
implied consent by a person who: at the 
time of disclosure or use, knew or had 
reason to know that his knowledge of the 
trade secret was: acquired under circum-
stances giving rise to a duty to maintain its 
secrecy or limit its use.

§417.453(2)(b)c.(iii)  disclosure or use of a 
trade secret of another without express or 
implied consent by a person who  at the 
time of disclosure or use, knew or had 
reason to know that his knowledge of the 
trade secret was derived from or through a 
person who owed a duty to the person seeking 
relief to maintain its secrecy or limit its use.

DTSA
§1839(b)(5)(A) acquisition of a trade se-
cret of another by a person who knows or 
has reason to know that the trade secret 
was acquired by improper means;

§1839(b)(5)(B)(i) disclosure or use of a 
trade secret of another without express or 
implied consent by a person who: used im-
proper means to acquire knowledge of the 
trade secret

§1839(b)(5)(B)(iii) disclosure or use of a 
trade secret of another without express or 
implied consent by a person who: before a 
material change of the position of the per-
son, knew or had reason to know that the 
trade secret was a trade secret; and knowl-
edge of the trade secret had been acquired 
by accident or mistake.

§1839(b)(5)(B)(ii)(I) disclosure or use of a 
trade secret of another without express or 
implied consent by a person who at the 
time of disclosure or use, knew or had 
reason to know that the knowledge of the 
trade secret was derived from or through 
a person who had used improper means 
to acquire the trade secret.

§1839(b)(5)(B)(ii)(II) disclosure or use of 
a trade secret of another without express 
or implied consent by a person who: at 
the time of disclosure or use, knew or had 
reason to know that the knowledge of the 
trade secret was acquired under circum-
stances giving rise to a duty to maintain 
the secrecy of the trade secret or limit the 
use of the trade secret.

§1839(b)(5)(B)(ii)(III) disclosure or use of 
a trade secret of another without express 
or implied consent by a person who at 
the time of disclosure or use, knew or had 
reason to know that the knowledge of the 
trade secret was derived from or through 
a person who owed a duty to the person 
seeking relief to maintain the secrecy 
of the trade secret or limit the use of the 
trade secret.
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tomers lists to a competitor as part of 
new employment. Whether a custom-
er list is trade secret information is a 
frequently litigated issue. Such lists 
are generally protectable as trade se-
crets when they represent a selective 
accumulation of information based 
on past selling experience, or when 
considerable time and effort have 
gone into compiling it.34  To be pro-
tected as a trade secret, a customer list 
must be more than a listing of firms 
or individuals which could have been 
compiled from directories or other 
generally available sources.35

What is Actionable 
Misappropriation?

What is prohibited is “misappro-
priation”, which is defined as “ac-
quisition” by “improper means”, 
which in turn is defined as a host of 
bad actions, such as thievery, bribery 
and fraud. The definitions of misap-
propriation under the MUTSA36 and 
the DTSA37 track closely as demon-
stated in the chart above.

“[I]mproper means” under both 
MUTSA and DTSA includes theft, 
bribery, misrepresentation, breach 
or inducement of a breach of a duty 
to maintain secrecy, or espionage 
through electronic or other means.38  
Because trade secrets are protected 
only from unlawful misappropria-
tion, it follows that trade secrets are 
vulnerable to proper, lawful means 
of acquisition, and in fact the DTSA’s 
definition of improper means ex-
pressly excludes reverse engineering 
or independent derivation.39

Remedies for Trade Secret 
Misappropriation

Equitable Relief

Remedies against trade secret 
theft include typical equitable relief 
available for other business and in-
tellectual property torts: TRO’s and 
permanent injunctions. The MUTSA 
provides for an injunction to prevent 
actual or threatened misappropria-
tion.40  The injunction may be ter-
minated when the trade secret has 
ceased to exist, but the injunction 
may be continued for an additional 
reasonable period of time to elimi-
nate any commercial advantage that 

otherwise would be derived from 
the misappropriation.41  This addi-
tional period is designed to elimi-
nate any “head start” the misappro-
priator might otherwise get for its 
improper actions.42  In appropriate 
circumstances, the court can grant 
a mandatory injunction to protect 
a trade secret. Similarly the DTSA 
provides for injunctive relief prevent 
any actual or threatened misappro-
priation.43  Just as in the MUTSA, in 
appropriate circumstances under the 
DTSA, the court can grant a manda-
tory injunction to protect a trade se-
cret.44 Since passage of the DTSA, a 
TRO or preliminary injunction has 
been granted in a number of cases 
already.45 Generally, there is nothing 
unique about the application of basic 
TRO and injunctive relief principles 
in the trade secrets context, with one 
notable exception: the inevitable dis-
closure doctrine.

The inevitable disclosure doctrine 

(“IDD”) becomes relevant in situa-
tions where there is threatened mis-
appropriation, as in the typical case 
of a former senior sales employee 
going to work for a competitor or 
becoming a competitor. Most statu-
tory schemes permit injunctions to 
prevent the threatened misappropri-
ation of trade secrets, but the inevi-
table disclosure doctrine represents 
a relaxation of the standard or quan-
tum of proof needed to get equitable 
relief in such circumstances.46 In its 
purest form, followed in some states, 
the IDD authorizes equitable relief to 
enjoin new employment based mere-
ly upon evidence that an employee 
with knowledge of a trade secret is 
going to work for a competitor in 
substantially the same position.47 
The theory underlying the IDD is 
that injunctive relief is warranted 
based solely on the likelihood that 
the new employment will inevitably 
lead the employee to exploit their 

34. Brown v. Rollet Bros. Trucking Co., Inc., 291 S.W.3d 766, 779 (Mo. Ct. App. 2009).

35. Porter Building Centers, Inc. v. Sprint Lumber, No. 16-6055-CV-SJ-ODS, 2016 WL 
7379024 *5 (W.D. Mo. 2016).

36. Mo. Rev. Stat. §417.453 (emphasis added).

37. 18 U.S.C. §1839.

38. Mo. Rev. Stat. §417.453.

39. 18 U.S.C. Section 1839(6). In other words, if someone independently figured the 
formula for Coca-Cola or the names of customers and the price discounts granted 
to each customer, the trade secret owner could not use the trade secret statutes to 
bring an action for trade secret misappropriation.

40. Mo. Rev. Stat §417.455.1.

41. Mo. Rev. Stat. §417.455.1.

42. See, Synergetics, Inc. v. Hurst, 477 F.3d 949, 961 (8th Cir.2007) (Thus, “[a] defendant 
should be enjoined only for the time it would take to produce and market the 
competitive product, absent the misappropriation”).

43. 18 U.S.C. §1836(b)(3)(A)(i).

44. 18 U.S.C. 1836(b)(3)(A)(i).

45. Earthbound Corp. v. MiTek USA, Inc., No. C16-1150 RSM, 2016 WL 4418013 (W.D. 
Wash. 2016) (list of current and prospective customers, pending projects, bids, pric-
ing and product design information concerning the construction of earthquake tie 
downs; defendant ordered to surrender computer media to forensic expert and dis-
close cloud data account passwords); Trulite Glass and Aluminum Solutions v. Smith, 
No. 2:16-1798-cv-JAM-CKD, 2016 WL 5858498 (E.D. Ca. 2016) (customer list, pricing 
information, financial information and other sensitive business data).

46. Interbake Foods, L.L.C. v. Tomasiello, 461 F.Supp.2d 943, 970 (N.D. Iowa 2006) (the 
inevitable disclosure doctrine “is essentially a theory of relief for claims of misap-
propriation of trade secrets when an employee’s new employment will ‘inevita-
bly’ lead him or her to rely on his former employer’s trade secrets”).

47. See, e.g., Polymet Corp. v. Newman, No. 1:16-cv-734, 2016 WL 4449641 (S.D. Ohio 2016).

48. 54 F.3d 1262, 1269 (7th Cir. 1995).
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trade secret knowledge. Some juris-
dictions view the IDD as going too 
far and follow a modified IDD, best 
exemplified in PepsiCo, Inc. v. Red-
mond.48 Under the PepsiCo approach, 
courts require more than mere risk 
of disclosure, but not much more. In 
PepsiCo, evidence of risk of disclo-
sure plus evidence of the employee’s 
untrustworthy and negative behav-
ior during departure, which called 
into question the employee’s ability 
and trustworthiness to preserve the 
secret, justified equitable relief. 

Although the Missouri approach 
to the IDD is an open question49, its 
approach seems similar to the Pep-
siCo rule. For example, in H&R Block 
Eastern Tax Services, Inc. v. Enchura,50 
the court stated: “inevitability alone 
is insufficient to justify injunctive re-
lief; rather, demonstrated inevitabil-
ity in combination with a finding that 
there is unwillingness to preserve 
confidentiality is required.” Id. (em-
phasis added.) Missouri courts, rather 
than acting on mere likelihood of risk 
of disclosure and use, consider and 
require additional factors such as: 1) 
whether the employee will be a deci-
sion-maker at the new employment; 
2) whether the employee’s responsi-
bilities differ significantly between 
the former and new position; 3) 
whether the employee had a signifi-
cant role in creating the trade secrets; 

and 4) whether the employee has the 
ability to exploit the trade secrets.51

The DTSA, on the other hand, 
clearly rejects the IDD. A DTSA in-
junction may not enjoin “a person 
from entering into an employment 
relationship” but it can place condi-
tions on employment on the basis of 
“evidence of threatened misappro-
priation”. Importantly for the IDD, it 
may not do so “merely on the infor-
mation the person knows.”52 There 
are still several unanswered poten-
tial questions about how courts will 
interpret this provision of the DTSA, 
but an argument can be made that 
PepsiCo-type evidence would support 
injunctive relief, particularly a TRO, 
just as it would under the MUTSA. 
Thus, the DTSA’s statutory rejection 
of a pure IDD theory of proof is gen-
erally consistent with Missouri state 
law. Both require more than mere 
opportunity for disclosure and both 
insist on some showing that the dis-
closure is in fact inevitable. 

Ex Parte Seizure 

The DTSA added a much-hyped 
ex parte seizure remedy, not found in 
the UTSA or the MUTSA, which au-
thorizes a U.S. Marshal, on the basis 
of an ex parte application to a district 
court, to seize the media containing 
the information or other embodi-
ment of the secret to prevent harm to 

the owner.53 This is the most signifi-
cant remedial difference between the 
MUTSA and the DTSA.

To obtain an ex parte seizure order, 
an applicant must convince a court to 
make eight separate findings “clearly 
appear from specific facts”: 1) injunc-
tive relief will not be adequate; 2) ir-
reparable harm will occur without 
seizure; 3) balancing harms weighs 
in favor of owner and substantially 
outweighs third party interests; 4) 
the owner will likely succeed; 5) de-
fendant likely possesses the infor-
mation; 6) without seizure the de-
fendant will make the information 
inaccessible to the court; 7) the object 
to be seized and its location can be 
described with reasonable particu-
larity; and 8) there is a need to act ex 
parte.54 Thus, the remedy resembles 
the requirements for the government 
to obtain a search warrant. 

Once granted and executed, the 
defendant is entitled to a hearing 
within seven days, a security bond 
needs to posted, and the court can 
employ a special master to hold and 
protect the confidentiality of the 
medium that holds the secret infor-
mation.55 While the ex parte seizure 
remedy appears to be a powerful 
weapon to combat trade secret theft, 
it comes at a price: if a seizure is de-
termined to be “wrongful or exces-
sive”, the trade secret owner can be 
liable for damages.56 An aggressive 
trade secret owner willing to accept 
this risk and willing to satisfy the re-
quirements for a seizure order will 
welcome the ex parte seizure remedy. 
However, it is likely to be an extraor-
dinary remedy used infrequently.

Damages

Under MUTSA, the owner of a mis-
appropriated trade secret is entitled 
to recover damages, including both 
the actual loss caused by misappro-
priation and the unjust enrichment 
caused by misappropriation that is 
not taken into account in computing 
actual loss.57  The damages may be 
measured by imposition of liability 
for a reasonable royalty58 for the dis-
closure or use of a trade secret.59  In 
exceptional circumstances, such as 
material change in position, a reason-

49. Conseco Fin. Servicing Corp. v. N. Am. Mortgage Co., No. 00–cv–1776, 2000 WL 
33739340, at *12 (E.D. Mo. Dec.6, 2006).

50. 122 F.Supp.2d 1067, 1075 (W.D. Mo. 2000).

51. See also, Panera, LLC v. Papa John’s Int’l, Inc., No. 4:16-cv-1181-JAR, 2016 WL 
4124114 *4-5 (E.D. Mo. 2016).

52. 18 U.S.C. §1836(b)(3)(A)(i). 

53. 18 U.S.C. Section 1836(b)(2)(A-H).

54. Id.

55. 18 U.S.C. §1836(b)(3)(D) and (F). 

56. 18 U.S.C. §1836(b)(3)(G).

57. Mo. Rev. Stat. §417.457.1.

58. Presumably, determination of a reasonable royalty will be based on applying the 
familiar Georgia-Pacific factors used to determine a remedy in patent infringement 
litigation. Georgia-Pacific Corp. v United States Plywood Corp., 318 F. Supp. 1116, 
1120 (S.D.N.Y. 1970). 

59. Mo. Rev. Stat. § 417.457.1.

60. Mo. Rev. Stat. §417.455.2.
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able royalty may be applied to permit 
continued use of the trade secret.60  

Similarly, under DTSA the owner 
of a misappropriated trade secret is 
entitled to recover damages, includ-
ing both the actual loss caused by 
misappropriation61  and the unjust 
enrichment caused by misappropria-
tion that is not taken into account in 
computing actual loss.62  The damag-
es may be measured by imposition of 
liability for a reasonable royalty for 
the disclosure or use of a trade se-
cret.63  In exceptional circumstances, 
such as material change in position 
a reasonable royalty may be applied 
to continued use of the trade secret.64    

Punitive/Enhanced Damages

Under the MUTSA, if the misappro-
priation is outrageous because of the 
misappropriator’s evil motive or reckless 
indifference to the rights of others, the 
court may award punitive damages.65  
Similarly, if the trade secret is willfully 
and maliciously misappropriated, the 
DTSA provides for the award exemplary 
damages, but unlike MUTSA, exemplary 
damages are capped at not more than 
two times the amount of the actual dam-
age award.66    

Attorneys’ Fees

There is no provision for the award 
of attorneys’ fees in MUTSA, al-
though other states’ versions do pro-
vide for such an award.  The DTSA 
provides for the award of attorneys’ 
fees if the misappropriation is will-
ful and malicious.67 It remains to be 
seen how court will interpret the lan-
guage of the statute; the standard for 
an award suggests both an objective 
and a subjective component. It also 
remains to be seen how this standard 
will be influenced by the use of these 
terms in other federal intellectual 
property statutes, such as the Patent 
Act. Nevertheless, the possibility of 
an award is a good reason that a Mis-
souri trade secret owner might pre-
fer a DTSA claim, or a combination 
of MUTSA and DTSA claims. 

On the other hand, the DTSA per-
mits an award of attorney’s fees to a 
prevailing accused trade secret thief 
if the claim was made in bad faith or 

if a motion to terminate an injunc-
tion is opposed in bad faith.68 Both 
of these clearly require proof of sub-
jective intent. 

Other Considerations

Forum Selection

Even though the DTSA permits 
claims to be brought in federal court 
and state claims can be brought in 
the same case, it should not be a fore-
gone conclusion that federal court is 
the best forum choice. While federal 
courts offer the benefit of Article III 
judges, arguably smaller caseloads, 
the proactive and efficient manage-
ment of cases required by the Feder-
al Rules of Civil Procedure, and the 
protections available to assure that 
the information be kept secret dur-
ing the litigation, there may be cas-
es in which a Missouri trade secret 
owner prefers a state court venue. 
The predilections of state court ju-
rors, less costly pretrial compliance 
procedures and trial procedures may 
commend such a choice. Each case 
will have to be evaluated on its par-
ticular facts. 

Future Studies

Other sections of the DTSA direct 
that studies be performed by the 
Federal Judicial Center on the topic 
of securing secret information during 
litigation and the Commerce Depart-
ment will study and report on other 
topics pertaining to trade secret theft. 
In addition, a week before passage of 
the DTSA, the White House reported 

on the use of non-compete contracts 
in the U.S. and directed that the posi-
tive and negative impacts of such 
agreements be studied. Stay tuned to 
see if further federal legislation will 
seek to regulate restrictive covenants 
during an arguably pro-business ad-
ministration.  

Conclusion

The MUTSA provides strong pro-
tection to a Missouri owner of a 
trade secret who takes steps, rea-
sonable under the circumstances, to 
protect the confidentiality of the in-
formation.  This protection has been 
enhanced by the DTSA, which gives 
the trade secret owner guaranteed 
access to federal court, the option of 
an ex parte seizure to recover a mis-
appropriated trade secret, and an 
award of attorneys.69  The MUTSA 
may still provide a better exempla-
ry damages award, as such awards 
under the DTSA are limited to two 
times the actual damage award, but 
a MTUSA count can be brought with 
the DTSA count in a federal com-
plaint. The combination of the MTSA 
and the DTSA provides a powerful 
“one-two” punch against trade se-
cret theft.

q q q

61. 18 U.S.C. §1836(b)(3)(B)(i)(I).

62. 18 U.S.C. §1836(b)(3)(B)(i)(II).

63. 18 U.S.C. §1836(b)(3)(B)(ii).

64. 18 U.S.C. §1836(b)(3)(A)(iii).

65. Mo. Rev. Stat. §417.457.2.

66. 18 U.S.C. §1836(b)(3)(C).

67. 18 U.S.C. §1836(b)(3)(D).

68. 18 U.S.C. §1836(b)(3)(D). 

69. This assumes that the owner of the information has complied with the “whistle 
blower” notice and warnings provision of the DTSA. See 18 U.S.C. §1833(b)(3). 
MTUSA remedies are not subject to this requirement.


